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1. Overview

University information and information resources shall be used in an approved, ethical,
and lawful manner to avoid loss or damage to University operations, image, or financia
interests and to comply with official policies and procedures. Students and personnel
shall contact the Chief | nformation Officer prior to engaging in any activities not
explicitly covered by these policies.

2. Scope

The University or University System owns al University infor esources; use of
such resources constitutes consent for the University to monitér, inspect, audit, collect,
and remove any information without permission or further, udents and personnel
shall be trained in what use is acceptable and what is pr university regards
any violation of this policy as a serious offense. Vio e subject to
university disciplinary action as prescribed in thegndergraduate and g

codes, and the student and employee handboo der the
Georgia Computer Systems Protection Act (O.C. cable state

and federal laws.

3. Designation of Representatives

3.1 University President shall be responsii

3.3 Vice Presiden dent Affairs shall be responsible for the following:

Informing cudrkent and new students of University policies on acceptable use of
information resources.
Ensuring that studerts comply with University policies and procedures.

34 System Administrators and Data Custodians shall be responsible for the following:
Monitoring systems for integrity.
Maintaining and ensuring data backups of critical electronic information.

Promptly reporting suspicion or occurrence of any unauthorized activity to the
Chief Information Officer or his / her designees.

V SU Information Resources Acceptable Use Policy 12-15-2003 Page20f 8



3.5 The University Information Security Taskforce shall be responsible for the
following:
Developing and maintaining the University’s information resource security
policies.
Developing and disseminating awareness and training materials.
Assuring compliance through compliance auditing.
Reporting compliance auditing findings to the University Chief Information
Officer.

resources.
Promptly reporting suspicion or occurrence of ized activities to the
Chief I nformation Officer or one of his/ her des
Any use made of their accounts, logon ID

3.7 The Chief Information Officer or one o
the following:

laws and shall not olstain, install, replicate, or use software except as permitted by the
software licensing agreements.

4.3 Using Personally Owned Software

To protect the integrity of the University information resources, students and personnel
shall not use personally owned software on University owned equipment. This includes
purchased and licensed applications, shareware; freeware; downloads from bulletin
boards, Internet, Intranet, FTP sites, local area networks (LANS) or wide area networks
(WANSs); and other personally-owned or controlled software (unless otherwise authorized
by the Chief Information Officer or his/ her designees).
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5. Protecting Intellectual Property

To ensure the integrity of University and personal intellectual property, all students and
personnel shall abide by the intellectual property protection policies of the University.

6. Electronic Mail and M essaging

Access to the University electronic mail (email) system is provided to all students and
personnel for dissemination of information and conducting Univegsity business. Since
email may be monitored, all students and personnel using Uni urces for the

6.1 Acceptable Use

The University provides email to facilitate the congd ivers jness. Use of
electronic mail and/or electronic messaging resg anner thet
interferes with the University’s ability to perfg 1

conditions outlined in official University directives, missi@ns,*and/or goals.However,

while messages remain in the system, they shall be cG ered to be in the possession and
control of the University.

6.2 Prohibited Use

y abuse, tarnish, present a bad image of, or
piversity, the University System, the recipient, the

6.3 Encryption

Encryptlng electroniG@mail or messages shall comply with the following:
Use encryption software and the methods approved by official University
resources.
Place the key or other similar file for al encrypted electronic mail in a directory
or file system that can be accessed by authorized administrative personnel prior to
encrypting email.
Supply the key or other device needed to decrypt the electronic mail upon request
by authorized University Administration.
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7. Internet

Access to the Internet is available to students, faculty, staff, and approved guests, whose
duties require it for the conduct of University business. Since Internet activities may be
monitored; all students and personnel accessing the Internet shall have no expectation of

privacy.

7.1 Acceptable Use

The University provides Internet access to facilitate the conduct of University business.

Use of the Internet shall not be done in a manner that interferes with the work of students,
personnel, or the University’s ability to perform its mission, eet the conditions
outlined in official University directives or goals.

7.2 Prohibited Use

Prohibited activities when using the Internet inclu

Posting, sexually-explicit material, hate,
or other material that may be deemed
of the University.

, the following:
material,
mission

attached to other Uniyersity supplied resources shall comply with the following:
Have UniverSity supplied anti- virus software installed, updated, and active at all
times of operation.
Report if anti-virus software is not properly updated.
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9. Authorized Monitoring

System administrators and other personnel with unrestricted access to email, network
usage systems, file or storage servers, and similar services shall receive approval from
Chief Information Officer or his/ her designees prior to decrypting or reading the data or
traffic of students or personnel. If Administrative approval is not immediately available,
then system administrators and other personnel that intercept, read, or restrict resources
or accounts shall document their actions. All interceptions of data shall be documented
and provided to the Chief Information Officer.

10. Generally Prohibited Uses of Infor mation Resour

Generally prohibited activities when using Universi

include, but are not limited to, the following:
Stealing or copying of electronic files
Violating copyright laws.
Browsing the private files or accounts of oth cept as provided by
appropriate authority.
Performing unofficial activities A fopmance of systems,
such as the playing of electronic
Performing activities intended to
organization, inclugli dware or software tools
intended to deféet o ion, discOver passwords, identify security

' ilesfor compromise information security by

Conducting ffaudulent or illegal activities.
Conducting fundraising, endorsing any product or service inconsistent with the
mission of the university, lobbying, or participating in any partisan political
activity.

Disclosing restricted University information

Performing any act that may defame, libel, abuse, or tarnish the University or any
person.

Engaging in conduct that is inconsistent with the stated goals and mission of the
university.
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11. References

Georgia Computer System Protection Act
http://www.usg.edu/oiit/policy/proact.phtml

USG Academic Affairs Handbook, Personnel Policies, etc.
http://www.usg.edu/pubs/other.html

USG Board of Regents Computer Security Policy Statement
http://www.usg.edu/oiit/policy/security.phtml

USG Facilities Guidelines for Instructional Technology
http://www.usg.edu/pubs/pdf/fac_glines instr_tech.pdf

USG Peachnet Acceptable Use Policy
http://www.usq.edu/peachnet/about/acceptabl e.html

V SU Campus Homeland Security Policy
http://www.valdosta.edu/legal/chs/

VSU Email Policy
http://www.v aldosta.edu/it/email/

V SU Fax Confidentiality and Security Policy:
http://www.valdosta.edu/legal /hipaa/fax_policy?

VSU Records Retention
http://www.val dosta.edufrecords/

VSU Web Server Usage Policies
http://www.val dosta.edu/it/web/usage.shtml
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12. Approval

Revised Approved:

Dr. Ronald M. Zaccari

Effective:

Date
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