																																
SUBJECT: DATA SECURITY – HARD DRIVES & USB DRIVES

DATE:	April 1, 2011

[bookmark: _GoBack]ATTENTION: If your research requires you to transfer or store identifiable private data on a separate storage device, the following information is provided by Bill Moore, Chief Information Security Officer of the VSU IT Department regarding data security:

MESSAGE:
Dear VSU Faculty and Staff,

As we are approaching the new budget year I am receiving more and more questions about various security methods and techniques.  One area of concern for me is the transportation of sensitive data on external devices such as USB jump/flash drives and external hard drives.  A certification standard that addresses this concern and becoming more popular and available is the FIPS 140-2 certification.  If you foresee you or your colleagues using these devices to transport or backup confidential, sensitive or regulated data (FERPA, HIPAA, PCI, PII) you should use a device that is FIPS 140-2 (preferably level 2 or higher) certified.  FIPS 140-2 certified devices are 100% hardware encrypted to prevent accidental storage of data in unencrypted locations; therefore, if your device is lost or stolen you can attest with accuracy that since you were using a FIPS 140-2 certified device your data was protected by a strong hardware level encryption.  Also when choosing a USB key/drive or external hard drive you should look for the following features:

-	Strong encryption (AES 128 but AES 256 is better, RSA or SHA)
-	Required password (complex password requirements are better)
-	No administrative rights required
-	No additional software installed
-	Autorun not required
-	Cross platform (Windows and Mac and other OSes used)
-	Secure wipe of drive after 10 (or fewer) unsuccessful login attempts

Some examples of FIPS 140-2 certified devices (although there are others) are:
Kingston's DataTraveler 5000 and DataTraveler 4000 IronKey USB devices Imation's Defender series and Seagate's Momentus series

I hope this helps when making purchasing decisions for these types of devices
