William C. Moorell - Chief Information Security Officer

Information Technology ‘ T
Address Valdosta, Georgia 31698-0150 aldosta State !
Phone 229-333-5974 - FAX 229-245-4349

Web www.valdosta.edu/security - Email wemoore@val dosta.edu nlverb] V U

December 16, 2004

The Mission of Valdosta State University’s Information Security Servicesis:

Ensuring the ability of Valdosta State University to grow and fulfill its
mission in the face of an ever changing risk environment.

Aiding the University in advancing a technologically sound education
medium.

Maintaining the role of an active and responsible participator in the Internet
world.

Ensuring the integrity of the University’s technology based teaching medium

The Information Security Department strives towards these goals by implementing,
measuring and continuing to promote user awareness in the field of information security.
The purposes of these goals are to strengthen the resilience of the University by limiting
the effect of security related exposures through creating and maintaining policies and
procedures to ensure business continuity. Developing and nourishing plans and methods
for becoming both proactive and effectively reactive to threats that endanger the strategic
plans of the University and the University systemis ultimately the purpose for such
endeavors.

With this mission and these goals as the objectives for the actions of Information
Security, the following initiatives are put forth.



Goal

Status

Evidence

VSU or USG Goals

Supported
Valdosta State University will address the Employment of Chief |, 82 \6% 7\&/|6i ssion
issue of information security asacampus | Complete | Information Security 04 USG #6
objective Officer 04 USG #2
Valdosta State University will create an Creation of '04VSU #1
information security organization to take Complet . : ‘04 VSU #7
- . : . plete | Information Security , L
responsibility for al information security Taskforce 04 USG Mission
Issues as described by 1SO 17799 '04 USG #6
Information Security will obtain a ﬁ?gﬁifﬂﬁjﬂ? '04 USG #2
commitment from senior management to Complete nolicies signed by y '04 USG #3
approve and enforce security policies VSU President 04 VSU #4
Initial questionnaire of |,
Information Security will compile alist of In assets completed by 82 x% ill
campus information assets Progress | numerous departments 104 USG #3
/ colleges
Initial questionnaire of
Information Security will organize the list assets completed by '04V/SU #1
of university information assets based on In numerous departments '04V/SU #4
the assets classification scheme and the Progress | / colleges. Asset '04 USG #3
asset interdependencies classification scheme
in draft stages
Severa “best
Information Security will identify the In practices’ have been '04VSU #1
appropriate “Best Practices’ for each of Progress identified through '04VSU #4
the campus’ assets meetings of most USG | '04 USG #3
institutions
Information Security will facilitate the | |dentified need with | o4 VU #L
n - . 04VSU #4
development of acceptable standards for Planning pol icies and “best '04 USG #3
the campus' assets practices’ 04 USG #7
. . . . '04VSU #1
_Infor_m_athn Security will facilitate the I dentified need with 04 \/SU #4
identification or development of In - . ,
acceptable guidelines for information Planning pol ICIES and " best 04USG#3
(ESOLIMCES practices’ 82 8£ g
, . . . '04VSU #1
Infor.matlon Security will facilitate the I dentified need with 04 \/SU #4
creation of acceptable procedures for In - ) ,
providing and protecting campus Progress po"c!a and "best 04 USG#3
practices’ '04 USG #7

information assets

'04 USG #9




VSU or USG Goals

Goal Status Evidence Sy
pported

Information Security will provide or e '04 VSU #6
facilitate the technical security training for Plarll?li ng ;'c?\sls?t)'liecgzgﬁ:e‘/eral '04 USG #3
Technology Staff ‘04 USG #4

Obtained online
Information Security will provide the In “Vista’ coursethrough | ’04 VSU #6
campus information resource users with Progress collaboration of BOR/ | 04 USG #3
effective security awareness ACIT Security '04 USG #4

Awareness Group

Questions and ,
Information Security will work with the planning collaboration 82 Bg ﬁg
campus community to develop or adopt In with Information 104 USG #9
procedures for information disaster Progress | Technology and 104 SU #1
recovery Environmental Health 04 V/SU #4

and Safety

Questionsand ,
Information Security will work with the planning collaboration 82 3% ig
campus community to develop or adopt In with Information /04 USG #9
procedures for business continuity in Progress | Technology and ,

: . : 04VSU #1

regards of information resources Environmental Health |, 04VSU #4

and Safety

Item addressed in

Information Security

Policy viarestricted
Valdosta State University will control room access and '04 USG #6
access to information systems by In requirement of '04 USG #7
protecting fromimproper information Progress password for virtual '04 USG #9
disclosure, modification, and deletionby access. Gathered '04VSU #1
either physical or virtual access requirement '04VSU #4

information from Plant

Operations and

Auxiliary Services.

Collaboration with

. . . Information

s e Temdogy, | 04vsus
surrounding information resources by In Eng'g;? mental d'%ealth 82 V% z‘g
working with various campus departments | Progress an .ety, and Pant , U
to identify areas of strengths and Operations to address 04 USG#7

electrical, '04 USG #9

weaknesses

environmental, and
disaster issues




VSU or USG Goals

Goal Status Evidence Supported
Draft procedures for
Valdosta State University will establish ﬂi‘é‘;‘;’” ofdata |0 vsu
internal procedures for the secure handling In implemented in test '04VSU #1
and storage of its electronically-stored Proaress P i '04 USG #6
information to prevent unauthorized access d (e:nwrg_nmgn S h '04 USG #9
of Mmisuse oordination wit /04 USG #7
Records Retention
Office required.
When hiring new personnel, Valdosta , .
State University Information Security will ﬁﬁlrgagﬁggu\xg and
coordinate with other Valdosta State In Public Safety required. | '04 VSU #6
University departments to implement Progress | Background checks ' 104 USG #4
security procedures to minimize the risks have been
of human error, fraud, and misuse of implemented
resources
Office of Lega Affairs
will coordinate '04VSU #1
Information Security will work with the In contractual '04VSU #4
Office of Legal Affairsto reduce the risk Planning requirements. '04 USG #6
from Third Party access vulnerabilities Information Security '04 USG #7
will instigate '04 USG #9
contractual need.
'04VSU #1
Information Security will provide senior In Faw vendors have '04VSU #4
administration with arisk assessment of Planning | been contacted '04 USG #6
information resources ' '04 USG #7
'04 USG #9
e '04VSU #1
Based ona per|od|_c “Sk assessment, Future nodificationsto | 04 VSU #4
Information Security will review, evaluate In olicies have been 04 USG #6
and update relevant policies and Planning Eot ed 04 USG #7

procedures

'04 USG #9




